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A Data Fusion System for Simulating 
Critical Scenarios and Decision-Making
Jimmy Anderson Flórez Zuluagaa ■ Esteban Patiño Carrascob  
■ Jose David Ortega Pabónc ■ Kelly Gallego Leónd ■ O. Lucía Quintero Montoyae

Abstract: Decision-making (DM) in critical environments is a complex process that can be simu-
lated due to current telematic capabilities, which allow real-time interaction with large amounts of 
data. This document describes the proposed architecture from a research project conducted by the 
Colombian Air Force (FAC) Aerospace Technology Development Center for Defense (CETAD). Using 
computerized and expert system tools, such architecture allows creating a real-time computer en-
vironment for the decision-maker to evaluate their options and prepare for real events, simulating 
characteristics, resources, and strategies. This paper describes a research product that resulted in 
a simulation system, based on a combination of fuzzy logic, genetic algorithms, and decision trees. 
These contribute to modeling and simulating various entities and their automatic response accord-
ing to simulated patterns and situations. Then, using operators, the decision-maker can modify 
entity behavior within parameterized restrictions and physical conditions. Also, based on business 
intelligence tools, reports are generated to evaluate the decisions made. This type of technology im-
proves planning capacity and facilitates the decision-making process. The system allows simulating 
any media deployment in the context of national security and critical events. Thus, a case study is 
developed for implementing a support-oriented simulation in a natural disaster scenario.
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Un sistema de fusión de datos para la simulación de escenarios 
críticos y la toma de decisiones

Resumen: el proceso de toma de decisiones (TD) en entornos críticos es un proceso complejo que 
puede ser simulado gracias a las capacidades telemáticas actuales, que permiten interactuar con 
grandes cantidades de datos en tiempo real. Este documento describe la arquitectura planteada des-
de un proceso de investigación, desarrollado del Centro de Desarrollo de Tecnología Aeroespacial de 
la FAC (CETAD), que permitió utilizando herramientas computarizadas, basados en conocimiento ex-
perto, crear un entorno en el que el decisor evalué sus opciones preparándose para eventos reales, 
simulando las características del proceso de TD en tiempo, recursos y estrategias en un entorno en 
tiempo real. Este documento describe el producto de una investigación que dio como resultado un 
sistema de simulación con una arquitectura basada que combina lógica difusa, algoritmos genéticos 
y árboles de decisiones con los que se puede modelar diversas entidades y su respuesta automá-
tica de acuerdo a los patrones y situaciones simuladas, en la que a través de operadores el decisor 
puede modificar las instrucciones para las entidades dentro de unas restricciones parametrizadas 
que obedecen a condiciones físicas. También basado en técnicas de inteligencia de negocios, se 
generan informes para evaluar las decisiones tomadas. Este tipo de tecnologías mejora la capacidad 
de planificación y facilitar el proceso de toma de decisiones. Este sistema permite simular cualquier 
despliegue de medios en el contexto de la seguridad nacional y eventos críticos. Así, se desarrolló un 
estudio de caso para la implementación de una simulación orientada al soporte en el escenario de 
un desastre natural. 

Palabras claves: toma de decisiones; juegos de guerra; modelado y simulación; sistema crítico; 
simulación de desastres naturales
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Introduction
Most critical systems are associated with the man-
agement of high-value resources for a company, 
industry, or state such as human lives, economic 
resources, or the infrastructure of public or vital 
services. Advances in computer sciences and 
communication technologies, based on the use of 
modeling and simulation (M&S) tools, integrate 
all available information from heterogeneous sys-
tems with the decision-makers’ and operators’ 
criteria in real-time using artificial intelligence 
(IA) techniques. This enables the system to rec-
reate situations and scenarios that are likely to 
allow understanding the complex nature of many 
dimensions of reality. Those related to national 
security as described in [1], which address the 
need for a coordinated effort between government, 
industry, and academia to improve M&S technol-
ogies, generate increasingly realistic systems. It is 
then necessary to integrate different techniques 
of expert systems, using fuzzy logic, decision tree 
and genetic algorithm based on the digital charac-
terization of entities, to recreate a real situation in 
real-time. 

A combination of different communication 
protocols such as UDP, TCP, MQTT, distributed 
servers, and interaction between fuzzy technolo-
gies and decision trees were used for achieving the 
computer performance to recreate a complex DM 
scenario. This recreates a critical infrastructure 
with different assets in extreme conditions to eval-
uate a decision-maker role and preexisting plans. 
Indeed, using this software it is possible to evalu-
ate how factors such as time, individuals and pres-
sure affect the decision-making (DM) process and 
the effective training of decision-makers. 

This paper is organized as follows: Section I 
presents the state of the art for this kind of system; 
Section II introduces the architecture of simula-
tion systems and the method used for implement-
ing the decision-making process in automatic 
entity development; Section III addresses the pro-
posed architecture and case simulation results; and 
finally, Section IV closes with concluding remarks.

State of the art
Models and simulation of Critical Infrastructure 
and Key Resources (CIKR) are typically used for 
studying, understanding, and analyzing prob-
lems in critical systems, without the need to use 
resources aimed at controlling critical variables. 
One of the aspects that could not be recreated is 
the human factor because there are many possible 
variations for each situation integrated with the 
intrinsic complexity of CIKR. To reduce human 
errors and uncertainty, it is necessary to recreate 
situations, assets, time, and abnormal factors that 
could affect the decision-making process. In [2], a 
situation awareness (SA) is recreated to support the 
decision-making process and reduce errors using 
an abnormal situation modeling (ASM) method 
based on Bayesian networks and fuzzy logic sys-
tems. Also, the AI method is commonly used in 
this kind of simulation not only for recreating 
uncertainty but also for identifying patterns that 
could activate an autonomous response from a 
system using real or simulated inputs [3] in which 
a cognitive architecture system is present. This 
system uses an AI-based decision support model 
(AIDSM) embedded into an autonomous non-de-
terministic safety-critical system inside a simu-
lation with an unmanned surface vehicle (USV) 
behavior.

Based on simulation and models, it is possible 
to recreate a negative situation for the system and 
to achieve a greater understanding of its interde-
pendencies, vulnerabilities, response time and the 
impact of damage regarding any abnormal situa-
tion, or to evaluate decision-makers’ SA. Then, the 
system could develop contingency plans for pos-
sible and predictable situations as described in [1] 
and [4]. There is also information that can serve 
as a baseline for model development that allows 
automating CIKR simulations for all types of appli-
cations, especially related to security, as described 
in [5] were using simulation could optimize police 
asset distribution. Another type of critical system 
is discussed in [6], in which these infrastructures 
are limited to those related to a nation’s prosperity 
such as the national electricity network, fuel and 
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mining systems, telecommunications, informa-
tion, transport networks, water systems, banking, 
and public and private finances, among others 
that may affect governance. In this case, simula-
tion and game theory could be used to find the 
vulnerabilities and consequences of an attack in a 
controlled scenario [7], [8]. Simulation and mod-
els can provide insight into the complexity of their 
behaviors, interactions, and operational character-
istics such as maintenance, location, and time of 
supply chains [9]mission requirements, resource 
constraints, and aircraft statuses are considered to 
find an optimal strategy set. Given that the main-
tenance strategies for each aircraft are finite, fleet 
CBM can be treated as a combinatorial optimiza-
tion problem. In this study, the process of making 
a decision on the CBM of military fleets is analyzed. 
The fleet CBM problem is treated as a two-stage 
dynamic decision-making problem. Aircraft are 
divided into dispatch and standby sets; thus, the 
problem scale is significantly reduced. A heuristic 
hybrid game (HHG. 

Based on [10]–[14], it can be concluded that 
simulation systems are also used in training, per-
formance measurement, conceptual design, alter-
native plan design, impact assessment, response 
planning, new system analysis, acquisition, con-
ceptualization and evaluation, vulnerability anal-
ysis, response time measurement, possible courses 
of action, cause-effect diagram, economic impact 
and interdependency determination, the effect on 
external and prospective variables, among others. 
Also, M&S systems can contribute to understand-
ing the social effect of the result of the simulation, 
after its development, such as changes in the social 
environment related to simulation, as described 
in [15]. Also, the simulation could recreate the 
human conflict resolution generated by complex 
social interaction in the real world [16]. 

Conflict resolution (or peace education, as it is 
currently called) in terms of its training processes 
allows the study of historical conflicts of different 
dimensions among stakeholders. According to 
the work carried out in [17], the use of computer 
games is a tool to improve learning about conflicts 
in global scenarios. This paper deals with the use of 
games and decision-making exercises to improve 

the learning process in these areas, becoming add-
able to the training process. On the other hand, 
[18] provides a historical perspective of simulation 
and play as a teaching strategy, using simulation 
and role-playing as an integral part of the training 
process. 

Based on the above, the application of simula-
tion technologies to training processes, as well as 
their use in improving the performance of staff 
members involved in decision-making, is widely 
documented. As to security scenarios, simula-
tion systems are known as Computer-Gener-
ated Forces (CGF) or as Semi-Automated Forces 
(SAF). According to the technology used, they 
are focused on the development of Military Sim-
ulators of Decision-Making (MS-DM), formerly 
known as war games, that have an important role 
in decision-making training for personnel related 
to operations and resource management (i.e. the 
military of a nation). 

Some procedures are also established, and a 
simulated scenario may be used in different modes 
and at various levels, including single-dimension 
capabilities or enabling collective environments 
as described in [19]. In these architectures, multi-
ple technologies have been used to automate pro-
cesses and even measure the effect of the amount 
of information on the development of the exercise 
through Bayesian networks as described in [20], in 
which the effect of the uncertainty inherent in the 
operating situations is integrated into the DM pro-
cess. The degree of automation in those processes 
depends on the type of information available or the 
personalization of the tool as detailed in [21]–[24].

As to security, critical systems can be summa-
rized in terms of command and control systems, 
air traffic systems, the relationship of command 
lines and others such as media allocation that 
could affect national security [23] or national crit-
ical infrastructure. An approach for national scale 
security is described in [25]. Conflict simulation is 
an area that can be encompassed by M&S technol-
ogies potentialized by advances in fuzzy logic and 
fuzzy genetic systems, combined with a decision 
tree. One of the advantages of these technologies 
is that they could be used in real-time applica-
tions due to excellent computer performance and 
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computational efficiency to recreate complex situ-
ations, simulating uncertainties and being efficient 
in the decision-making process. This technology 
is easy to use and adaptable to multiple scenarios. 
It has the advantage of recreating an operational 
doctrine for military simulations to find better 
strategies for any situation according to threats, 
assets, weather, geography, and other variables.

This kind of AI approach has also been used 
in logistics [28] to minimize the cost of the logis-
tic cycle, using a metaheuristic procedure based 
on a modified genetic algorithm (MGA). More-
over, approaches such as Montecarlo tree search 
(MCTS) and heuristic search [29]–[32] have been 
considered in simulation games for the discretiza-
tion of the action option space, which is necessary 
for acceptable computer efficiency and accuracy. 
Multi fusion data are included because the system 
should recreate the data that exist in real scenar-
ios through sensor data simulation. In [33] the 
effort for improving human-computer interaction 
through reactive search optimization (RSO) using 
online machine learning techniques is described.

According to the degree of automation, 
training, experimentation, acquisition and pro-
spective, some analyses can be performed. The 
analysis allows multiple possibilities that can be 
modeled within a simulation system that tries 
to represent a physical system or a real system. 
Then, it could be necessary to use methodologies 
to transform a typical one input-one output fuzzy 
inference into a hybrid system capable of evaluat-
ing the behavior of a physical system described in 
[34]. Simulation systems should be able to recreate 
critical scenarios based on the operational needs 
that may arise from training to the preparation 
of a large operational device. Systems also work 
emulating different scenarios or situations such 
as failure, sabotage, natural disasters, conflicts or 
threats, type of entity, training, environmental 
variables, displacement, geography, and geopol-
itics. The quantitative analyses of results allow to 
conclude and to make decisions about the time 
and resources needed to accomplish objectives 
and mitigate risks. 

At the security level, someone could structure 
different situations and control scales, which can 
be organizational levels, human behaviors, types 
of threats, obstacles, response times, economic, 
geographical, human, political variables, etc. They 
are used to approach strategies and tactics to mit-
igate and prevent threats to the established social 
order or minimize the effects of natural disasters. 

Different scenarios within simulation systems 
have been structured from joint or coalition stra-
tegic levels to tactical levels involving each branch 
and rank in the military hierarchy in accordance 
with [27], [35]. This article outlines the possi-
bility that a system would allow for the joint or 
combined synchronization required and bring 
together different tactical or strategical situations. 
With the advancement of technology, other types 
of developments have been integrated into simula-
tion such as intelligent systems and probabilistic 
systems applied to DM in critical situations. The 
work of [20] describes the application of automatic 
reasoning systems based on Bayesian networks as 
methodologies for evaluating patterns and suc-
cess situations. In recent years, the application of 
AI has impacted manifold areas of science and 
engineering. 

This is the reason AI plays a key role in the 
simulation of critical scenarios and the automatic 
detection of parameters. An example of this is 
the application of AI to M&S in highly stress-
ful situations [36]–[38] that, with the support of 
decision-making systems, improve the reaction 
capacity to high impact situations. Another case of 
the use of AI [34] explains the development of dif-
ferent tools to simulate challenging events, having 
the possibility of interacting with autonomous sys-
tems, and testing the skills of personnel through 
a virtually trained automaton. These systems are 
“trained” every day with data through neural net-
works and different mathematical AI models. The 
possibility of having hybrid systems with AI mod-
els diversifies interoperability and application in 
simulation systems [35], which have some degree 
of integration with mathematical and probabilistic 
functions that allow evaluating decision-making.
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Some simulation systems are based on High-
Level Architectures (HLAs) and Distributed Inter-
active Simulation (DIS) architectures [39]–[40], 
linking with web services for interoperability. 
These use languages based on extended markup 
(XML) or Military Scenario Definition Language 
(MSDL) in the military field for data exchange 
between command and control (C2) and simula-
tions. These systems provide common operational 
images generating a Battle Management Language 
(BML) or Coalition BML (C-BML), which allows rec-
reating conflict situations in a distributed manner. 

To implement this type of process there are mul-
tiple architectures, which depend on the approach 
in which the analysis is developed. According to 
[41], the universe of M&S technologies is broad 
and comes from technologies based on high-level 
architecture widely used in defense. For [10], [42]–
[43], M&S permits and is composed of distrib-
uted systems, i.e. simulations in each system can 
interact with each other, regardless of computer 
platforms, allowing greater flexibility. Still, the 
standard has become little compatible with new 
technologies, as new distributions have changed 
the concept of vertical to horizontal architecture, 
focusing on technologies such as microservices 
and integrating different frameworks that shorten 
the time of assembly and production of new envi-
ronments. Microservices and distributed architec-
tures are growing for important large companies 
in the technology sector while providing a road-
map for the ICT sector. Together with AI [36], [37], 
[44], they are offering great advances to make sim-
ulations increasingly real and faster in simulation 
environments [45].

Some of the simulation systems that have been 
analyzed for this work are, for example, Joint 
Semi-Automated Forces (JSAF), Joint Conflict and 
Tactical Simulation (JCATS), VR-Force, Aerial War-
fare Simulation (AWSIM), Research, Evaluation 
and Systems Analysis (RESA), corps frame simu-
lation model for officer training (GUPPIS/KORA 
OA), Joint Theater Level Simulation (JTLS), Sword 
Mass, among others. These types of systems are 
widely used both in the military and civilian field 

for training critical decision-makers involving 
heterogeneous and media resources from different 
entities; however, their licensing and maintenance 
costs are high and they generate great technologi-
cal dependence.

System implementation method
DM in an exercise is defined in terms of interest, 
that is, which is considered the best option to meet 
a goal using different technologies or methods (DM 
process). In simulating a DM scenario, each trajec-
tory would be optimized in terms of minimiz-
ing or maximizing a certain factor and bounded 
by the restrictions and specific state of variables 
and inputs. This approach applies to any area as 
described in [46] in which an optimal DM process 
is sought at the strategical level. 

M&S using fuzzy logic variation is applied to 
manage high volumes of information in real-time 
allows the communication of various parameters 
with other systems and simulation subsystems, 
synchronizes data even with variable temporal-
ities, and executes a procedure according to the 
state of the variables at the time. Fig. 1 describes 
the most important subsystems in the architecture 
proposal of these documents. Fig. 2 depicts the 
interaction between the main subitem and opera-
tors for each period.

In this simulation project, several variations 
could come from the database that has stored all 
entities with physical attributes. To create a sce-
nario, it is necessary to make a step-tracking based 
script,  a structure that using database information 
can create a scenario according to the situation. 
With this information, the system creates a vec-
tor that describes all characteristics that should be 
evaluated for other dependencies of the system and 
that could be shared with other system instances. 
Through communication protocols in a specific 
simulation, entities are modeled inside the mem-
ory, where interaction and trace server recreate a 
specific condition such as speed, position, restric-
tions. With all this information, each user will 
have a graphic scenario representation in a graphic 
interface. 
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Fig. 1. Architecture of main simulation processes. 
Source: The authors.

Fig. 2. Diagram of interaction among processes.
Source: The authors.

Using the fuzzy logic hybrid method with 
varying levels of precedence in the relation among 
operators, trace server and interaction server, the 
system output could be the result of the interaction 
between two entities. This situation is evaluated by 

each entity in each period creating a Fuzzy Tree 
simultaneous evaluation process as described in 
[47]in which multiple cascading fuzzy systems are 
optimized by genetic methods. In this problem 
a team of UCAV’s must traverse through a battle 
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space and counter enemy threats, utilize imper-
fect systems, cope with uncertainty, and success-
fully destroy critical targets. Enemy threats take 
the form of Air Interceptors (AIs. The fuzzy tree 
is shaped by all data that should be considered at 
each stage in each scenario. This information has 
internal entity data such as speed, kind of entity, 
fuel, mission, state, and external entity data such 
as geographic location compared with other enti-
ties, operators, weather, resources, threats, among 
others. The value of each parameter could be 
defined by a deterministic equation system such as 
movement or a probabilistic equation system such 
as weather or even random.

The system classifies inputs and outputs using 
a physical equation in case of a physical model 
that could describe the behavior of entities such as 
movement, weights defined by entities, or probabi-
listic factors according to the actual characteristics 
of entities. This creates a unique output in com-
bination with rules, allowing each period to give 
a weight to each sub-decision and reducing the 
number of operations to be classified. 

Consequently, the system stores a lot of infor-
mation to semi-automate the behavior of differ-
ent entities. This large amount of stored data is 
commonly referred to as Big Data [37]. AI tech-
niques are used again to effectively manage these 
volumes of information [36]. However, the meth-
ods or models (MOS) used in data science and 
business intelligence for AI processes enable the 
system to perform emulated processes, generate 
automation, and recreate entities that are com-
bined to represent the results through forecasts 
that provide training benefits to users employing 
dashboards. This process will help to understand 
the dimension of the problem and to influence 
decision-making [48], [49].

In other words, when the simulation finishes, 
all the data generated is processed in an organized 
and efficient manner to issue rules, restrictions, 
destroyed objectives, and operator interactions. 
This kind of information aims at generating a 
feedback line among abnormal or risk situations, 
training, and the possibility of changing the sce-
nario conditions without real effects. This produces 
highly dynamic changes in plans and strategies 

that reduce indetermination levels, especially in 
military scenarios. 

Implementing real-time strategy games 
requires many skills to propose and carry out 
operational strategies such as tactics. This kind of 
simulation ranges from the construction of effec-
tive economies applied to the mission to the deci-
sion of how to build and distribute the resources 
resulting from exploration. This becomes a recur-
rent system that looks for needs and restrictions of 
concern. 

For achieving a high-level planning capability 
and possibilities of rule-based human control, it 
was necessary to create a system restriction that 
controls behavior or entities using a hybrid fuzzy 
logic tree model so that in a complex situation 
operator interaction could recreate order missions 
and a random situation. It is possible to generate a 
smart report based on feedback that could be used 
by senior corporate decision-makers to improve 
action plans.

Proposed architecture
After analyzing the state of the art and the archi-
tectures used for simulation and evaluating some 
globally recognized systems, we proceeded to 
design the system, supported by the detected 
capacities and the described theory of these sys-
tems. Based on the bibliography on available sim-
ulation, interviews were conducted with expert 
personnel in the management of and response to 
critical situations to establish operational require-
ments that are appropriate to the needs. As a result, 
a system has been designed based on a high-level 
hybrid architecture that allows the integration of 
technologies such as Micro Services; MQTT, which 
is machine-to-machine (M2M) interface technol-
ogy typically used as a connectivity protocol of 
mobile devices; and user datagram protocol (UDP). 
With this protocol, a new hybrid architecture was 
defined in which in a single system, some hetero-
geneous microservices, for example, could use 
different communication protocols according to 
their function and number of connections. With 
this structure, even real data from an external 
sensor could be integrated. This system intends to 
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simulate critical scenarios to take timely action in 
situations in which human lives and critical assets 
are involved and to assess the procedures and 
effectiveness of process managers. 

For this, and having as a requirement that the 
simulation system can be used in multiple situa-
tions, such as military training, reaction to natural 
disasters, response times, among others, modular 
architecture based on subsystems is proposed. This 
would allow vertical and horizontal growth of the 
project in the future. As a basis, the designed sys-
tem has four main subsystems and a general inte-
gration system, which allows interconnection and 
asynchronously integrates data from other subsys-
tems to simulate real scenarios and to make deci-
sions as shown in Fig. 1.

Database
In a simulation system, success in the characteri-
zation of entities depends largely on data available 
to create them virtually and model them in a pre-
cise way, i.e. they emulate the behavior of the real 
entity. For this purpose, tables were implemented 
to describe the kinetic behavior of any entity. Char-
acteristics such as horizontal speed, vertical speed, 

size, displacement, lifetime, transport capacity, 
and type of entity were defined. Later, a PostgreSQL 
database was defined in which all the records used 
by the simulation system are stored. This informa-
tion was indexed, and the database keeps the data 
stored to allows a quick and organized search.

As shown in Figure 3, a data entry form was set 
to create and select any available entity.

Interaction server
Each entity described should be uploaded into the 
system at the time of the simulation and contain 
enough information to emulate their behavior 
independently. However, in the system, there are 
interactions among entities, for example, an ava-
lanche over a vehicle or a town, two planes in one 
operation, terrestrial units fighting against each 
other or any possible relation thereof, as shown in 
Fig. 2. 

To guarantee a simulation according to its plan-
ning, certain restrictions or conditions are set up for 
the system to adjust the behavior of entities or even 
to simulate the destruction of an entity by the effect 
of another. This results in a relationship or interac-
tion if the conditions given by the system are met. 

Fig. 3. Entering an entity in the database. 
Source: The authors.

Kind of 
Entity

Kind of 
Load Logistics Services

KIND of mission In
tri

sti
c C

ha
ra

cte
ris

tic
s

PICTURE



98 ■  J. A. Flórez Zuluaga ■ E. Patiño Carrasco ■ J. D. Ortega Pabón ■ K. Gallego León ■ O. L. Quintero Montoya

Revista Ciencia e Ingeniería Neogranadina  ■  Vol. 30(1) 

The server is responsible for modeling all the 
mathematical and physical equations that govern 
the different behaviors that are recorded during 
the simulation among entities. This application is 
developed in JAVA as a programming language and 
the address of integrated services is configured. 
The structure of the system is shown in Fig. 4.

Its main functions are to calculate and elim-
inate objects and events due to loss, catastrophe, 
or any other circumstance and to store scenarios 
based on different situations.

Visualizer
As shown in Fig. 5, this system is responsible for 
the human-machine interface that governs the 
interaction of simulation users and other subsys-
tems, i.e. it allows the interaction of the end-user 
with the system. In this interface, simulation exer-
cises are performed. 

It is C#-based as to programming language 
and its main functions are to enable simultaneous 
interaction of groups of operators during the sim-
ulation and to show the scenario to operators and 
decision-makers, graphically displaying entities, 
devices and action mechanisms such as aircraft, 
sensors, and vehicles.

Trace server
Just as the interaction server is responsible for 
defining the relationships among entities, the trace 
server is responsible for projecting the position of 
entities on the map in 2- or 3-dimensions using 
units of measurement such as nautical miles or 
kilometers.

As the system can be 2- or 3-dimensional, flat 
projections of entity positioning are used applying 
the Mahala Nobis formula integrated with different 
simulated inputs over the same plane as described 
in [3], [50], [51]. In other words, this subsystem 
is responsible for moving all relevant elements 
during the simulation. It is designed to contain all 
the characteristics of each device or mechanism 
involved in the game and simulate their physical 
characteristics in a real way. All these elements are 
taken from the database and other servers and are 
uploaded into the server’s memory for effective 
behavior. The trace server is developed in C# and 
its functions are calculating the cost of fuel, tra-
jectory, heights, speed control, real-time, playtime, 
among other parameters. 

Fig. 1 shows a high-level diagram of the system 
architecture in which each subsystem is part of the 

Fig. 4. Operational simulation structure. 
Source: The authors.
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proposed architecture for the developed simula-
tor. Each stage operates asynchronously at a low 
level; however, thanks to the development of an 
integration framework, each of the subsystems is 
integrated and synchronized at a high level. This 
allows real-time results and configuring each sce-
nario based on their characteristics.

Simulation case 
To evaluate performance, a simulation was created 
with a hypothetical situation of a dam failure. This 
allowed testing and adapting the system to a situ-
ation by recreating and modeling the behavior of 
entities. In this case, the geographical and polit-
ical context of the Hidroituango project and the 
participation of the Air Force in disaster response 
are pretended. This Project is located on the Cauca 
River between the municipality of Ituango and the 
district of Puerto Valdivia. For the simulation, the 
main characteristics of the dam are as follows:

	◾ Dam height: 560 meters

	◾ Capacity: 2.72 billion m3 water

	◾ Flooded area: 3,800 hectares

	◾ Dam length: 79 kilometers

	◾ Average flow of the river: 1010 m3/sec

	◾ Dam volume: 19 million m3

These data are integrated into an entity that 
represents the collapse and calculates displace-
ment along the riverbank.

Fig. 5 and Fig. 6 show the situational location; 
the measured distance from a military unit used 
in the simulation was 115 km. This would be the 
distance that an aircraft would have to travel to 
provide support. In this case, a SikorskyUH-60 
Black Hawk helicopter was simulated and char-
acterized. For these simulations, populations at 
risk and percentages were taken from [52]. Simi-
larly, the calculations published by the Municipal 
Risk Management Committee of Taraza [53] and 
other media were taken to estimate the simula-
tion of the dam flow, which varies by municipal-
ity and distance from 263,000 m3/s on stage one to 
16000 m3/s on stage two. The displacement vector 

Fig. 5. User Graphic Interface of the simulator. 
Source: The authors.
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that provides the upper and lower elevation of an 
aircraft based on reaction and support time of 
different municipalities and warning points is cal-
culated at an intermediate value of 1,010 m3/h. Fig. 
6 shows a 3D view of the system and complexities 
of the operational area.

The simulator integrates real variables little 
known by risk management personnel such as air-
craft autonomy, fuel, operating ceilings, meteoro-
logical conditions, recovery bases, among others. 
This allows executing various interactions in the 
simulation to find ideal points of refueling, opti-
mal base, operations control, number of aircraft 
for emergency support, time, etc. Several simula-
tions were run to establish the best conditions by 
measuring the distances between populations and 
the military unit where helicopters are located, 
travel time, flight time of the helicopter, number of 
units required for support and how much person-
nel can be transported. 

Each of the simulated scenarios should be 
reproduced as many times as there are variables 

to measure. For this, the system has an automatic 
reproduction and evaluation function. An exam-
ple of a decision-making process is shown in Fig. 
7 based on the Hidroituango simulation, which 
describes the action to be taken by the person in 
charge of the operation. The results of this simu-
lation are shown in Table 1 with times, helicop-
ters, and distance. Using this result, it is possible 
to propose an emergency plan reconfiguration 
and recommend the location of the aircraft at the 
nearest recovery points, hospitals, trails and other 
information that would suggest improvements in 
the distribution of means and calculating times of 
response and arrival to the place of events. 

From Table 1 it can be concluded, for example, 
that the Hidroituango simulation was successfully 
reproduced. The system designed provides valu-
able tools for the scenarios as demonstrated in the 
example, which can determine that the best loca-
tion for a helicopter in terms of time and distance 
is Frontino, followed by Rionegro, with closer 
third-level hospitals in Montería and Medellín.

Fig. 6. Screenshot of the simulator with air traffic for the rescue operation. 
Source: The authors.
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Besides, the system through its results allows 
defining aims objectively and evaluates the perfor-
mance of the person in charge of the operation to 
demonstrate waiting times, delays, and even ran-
dom factors such as meteorology and maintenance 
during the situation.

However, the operational processes carried out 
in the simulation, allowed to obtain times of the 
situation used, possible contingencies, resources 
involved, air interactions, risk management 
and any other element that is modeled to obtain 
approximate results to reality, achieving simula-
tions by computer without risking resources.

Conclusion
Modeling and simulation technologies are valu-
able tools for training people involved in the deci-
sion-making process in critical environments, as 
they allow recreating an environment that can be 
unexpected and only occur in real emergencies. 

Moreover, thanks to simulation technologies, 
system variables that cannot be physically emu-
lated can be developed to further detail the behav-
ior of entities concerning failures, contingencies, 
sudden changes, and even situations outside the 
system as environmental variables. This kind 
of factor is supremely valuable in the process of 
training leaders and decision-makers at the man-
agement, administrative, operational, or strategic 
levels in civil and security operations.

Different architectures have been tested in 
the development of specific simulation contexts, 
such as war games, role analysis or infrastructure 
simulation. But it is possible to integrate different 
systems and subsystems thanks to time-oriented 
microservices and communication and control 
protocols to obtain a technology capable of being 
applied to multiple situations.

It is possible to automate decision-making 
processes using restriction and rules applied to a 
hybrid fuzzy tree. The combination of a fuzzy logic 
tree and a genetic algorithm enables system flex-
ibility and performance to recreate complex real-
time scenarios.

The integration achieved on the behavior 
of each entity is based on AI techniques for the 

recognition of situational parameters and human 
behavior. The system can simulate it involving dif-
ferent entities while recreating the conditions for 
the decision-maker to evaluate the result of the 
application criteria in a controlled space. With the 
interaction of these technologies and a decoupled 
service-oriented system, vertically and horizon-
tally scalable, it is possible to develop different 
additional tools that are easily integrated into 
more services or servers that coexist and work in a 
synchronized manner.

Lastly, the application of business intelligence 
techniques and scorecards to evaluate responsibil-
ities, causes, and effects is useful to improve proce-
dures and train decision-makers.
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